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Trusted Firmware-M v1.6
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Optimizations
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« Initial Focus — Profile Small, SFN Mode
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What’s coming in Trusted Firmware-M v1.7

-- Change Default Config
- Change to include SPM, Platform code only.
- Profile Small, Medium and Large remain unchanged as reference & test profiles

-~ Remove Library Model
- SFN and IPC defined in PSA FF-M will be the supported modes

-- Introduce PSA L2 ARoT-less Protection Profile
- New reference profile aligning with the new PSA certified protection profile

-- Change/Simplify Configuration Mechanism
-- Align with PSA FWU API 1.0

-- Update Mbed TLS & mcuboot versions
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Lib Mode deprecation
PSA ADAC
TF-Mv1.7

TF-Mv1.8
PSA FWU 1.0 updates

Scheduler Design
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Recent Highlights

-- Mbed TLS 3.2.1 release with full PSA Crypto API support, TLS/X.509 Using PSA
enhancements and TLS1.3.

-~ Open Test System
-- PSA Crypto driver interfaces implemented for Cryptocell-312

-- Collaboration on TLS/X.509 using PSA Crypto APlIs
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Ongoing Work
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Mbed TLS/PSA Crypto Roadmap & o
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TLS/X.509 use PSA Crypto Mbed TLS3.2 TLS1.3 DTLS
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Trusted Services

Project to develop and deploy device root-of-trust services for A-profile devices
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- Deployable over a range of Isolated Processing Environment (TEE)

« Works with other Trusted Firmware projects — TF-A, OP-TEE.

Applications use Trusted Services for Security Operations using client/server model

Reference implementation uses Secure Partition Manager Core (SPMC) in OP-TEE to manage a set of secure partitions

running at S-ELO. Firmware Framework-A used as transport layer.

Secure Partitions host PSA Services exposing PSA Functional APls providing PSA RoT for Cortex-A devices.
- Enables Cortex-A devices to meet PSA certification requirements

Client Processing Environment

Common Protocols

Trusted Service Client

Common Interface

Secure Processing Environment

RPC Caller

Common Interface

Messaging Layer

Trusted Service Provider

Common Interface

Common Interface
RPC Endpoint
Common Interface Backend Services

Messaging Layer
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PSA RoT on Cortex-A (pre v8.4-A)
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Recent Highlights

-- SPMC support available in OP-TEE 3.17/3.18

« PSA SPs can be run as S-ELO SPs

-- TEE FF-A driver exposing FF-A ABIs to
userspace under review in lkml

-~ PSA SPs pass the PSA Functional APIs

compliance tests

-- Trusted Services starting to get ported on
Cortex-A platforms inc. Arm reference

platforms
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Trusted Services Roadmap

h GP

rupstream  TAs
* FF-A manifest/tooling * Shim layer for legacy
contd. TAs
Trusted Service 0.9 release® Platform Security Firmwares fTPM
 meta-arm yocto Update SP
enhancements e Trusted Service 1.0 Release

Crypto SP
PSA ITS, PS SP * FF-A manifest/tooling » Reference Platform port

PSA Attestation SP * Platform Security Firmware’ smm-gateway auth.

OP-TEE 3.18: SPMC Update SP design variable support

‘E.ATEE driver  * Reference Platform port  * Coexistence with GP TAs

Today H2 2022 H1 2023 H1 2023+
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