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Project Update

Tra

nsition in the maintenance of TLS and X.509 libraries

- Existing maintainers will cease their involvement in their development and maintenance from April’27
- Welcome contributions from organisations and individuals interested in helping sustain Mbed TLS
- Unless new maintainers have joined the project and ramped up by that time, security incident

response, security fixes, and releases will cease from April 2027 .

- Discussions in board and wider community about potential future maintainership support

Supported PSA API versions

- Mbed TLS 3.6.x-LTS supports PSA Crypto 1.1 API Specification

- Mbed TLS4.1.x/TF-PSA-Crypto1.1.x-LTS supports PSA Crypto 1.2 API Specification

- Minor incompatibilities with PAKE

- APIs updates beyond 1.2 being worked on e.g. ML-DSA
- Mbed TLS releases expected to work only with the version of TF-PSA-Crypto it is shipped with

- Doesn’t guarantee compatibility with a version of PSA Crypto Specification

Higher volume of Security issues
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DSA (PQC) support
PSA-Crypto Driver repository
ed TLS 3.6.x LTS coming EOL in March’27
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TF-PSA Crypto Roadmap

KEM Investigation, ™Memory Optim.,

: : PSA Driver framework
o Project/Release split _
Viemory optimization, TE-PSA-Crvoto Cl Oot tooling

_ - -Lrypto ptim. At
TF-PSA-Crypto Cl Optim. mldsa-native rebase

\ i . SM3, SM2 - Initial ML-KEM,
Crypto repo live  gp2/SM3/SMA4 - Investigate , | |
mldsa-na‘“ve rebase Opaque perSIStent key 1]

TF-PSA-Crypto 1.0 security Incident Handling, | .
TF-PSA-Crypto driver ’
Mbed TLS 4.0 TF-PSA-Crypto 1.1 LTS/ dispatch layer — file mldsa-native rebase
Mbed TLS 4.1 LTS, separation, IPC testing using PSA
TF-PSA-Cryptol.3 Security Incident Crypto Client,
| Handling, SM2/SM3/SM4
Project/Release split EdDSA

Memory optimization,

Mbed TLS 3.6.x,
| SPAKE2+, PBKDF2 (c)
KDF Driver Interface, SPAKE2+ (c)

Available H2’26 H2’26 Future

arm Appreciate PR reviews from your engineers
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