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TF-M v1.2: For PSA Level1, Level2 and Functional API Certification 

• Enabled on several Cortex-M platforms 
• 6 PSA L2 certification
• Corstone-300 (v8.1-M)  

• 4-Monthly Releases – PSA and Regression tested 
on all platforms

• Enabled PSA L3 isolation, Profiles, mcuboot fault 
injection mitigations

• RTOS Integrations 

• Open Test System under Trustedfirmware.org  
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PSA Extending to Cortex-A
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Goals

● Provide PSA RoT for Rich IoT, Edge Devices

● Providing Out of the Box Security & Enabling Platforms to be PSA Certified

● Use Firmware Framework-A (FF-A) for these standardization efforts 

● Applicable to the Diverse Rich IoT/Edge deployment models 
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PSA Secure Partitions over OP-TEE
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PSA Secure Partitions in OP-TEE
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PSA Secure Partitions – Trusted Services
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Trusted Services – A Layered Model

• Framework to develop Security related Services 

• Deployable over range of Isolated Processing Environments 

• Applications uses Trusted Services for Security Operations using client/server model

• Trusted Services for Cryptography, Storage and Attestation 
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• Initial OP-TEE, Crypto, Internal Trusted 
Storage Secure Partitions (SP), Normal 
World Test Application available. 

• OP-TEE patches in trustedfirmware.org 
being upstreamed to OP-TEE github

• Crypto and Storage Services available in 
Trusted Services repository in TF.org

• PoC Linux driver that exposes FF-A 
operations to user space available

Work So Far…

https://review.trustedfirmware.org/dashboard/?title=TOAP+reviews&To+review=status:open+project:%5EOP-TEE/.*
https://git.trustedfirmware.org/OP-TEE/optee_os.git/log/?h=psa-development
https://git.trustedfirmware.org/TS/trusted-services.git/tree/?h=integration
https://gitlab.arm.com/linux-arm/linux-trusted-services/-/commit/4696c6f92e991072052d7ef8297db6fa4695994a


Roadmap

• Enhancing, Upstreaming OP-TEE OS SPM Implementation 

• Linux kernel upstreaming

• SEL0 Access to Hardware 

• Attestation and Protected Storage Service 

• PSA Secure Partition over Secure-EL2/Hafnium 

• 32-bit support 
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